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An Empirical Study of Multi-Instance RPL Protocol
Prepared by:
Zainab Al-assedi
Supervised by:
Dr. Bassam Al-Shargabi
Abstract

Wireless Sensor Network (WSN) technology is used to support service delivery in
various real-life application such as the medical section. The routing protocol for Low
Power and Loss Network (RPL) is outlined to serve a suitable routing protocol for packets
in WSN. There are many important issues in the RPL protocol like packet loss within the
WSN and sensor power consumption. Various Objective Functions (OF) in RPL aimed
to find the routes from source nodes to a destination node. In this thesis, we will provide
an evaluation to find which OF is more logical for a WSN in the medical section where
the Packet Delivery Ratio (PDR) of WSN and the sensors' power consumption are
important concerns. Expected transmission Count (ETX) and Objective Function Zero
(OF0) of RPL were experienced in multiple network densities and network topologies
such as the grid and random topology to determine the most effective objective function
of WSN design in the medical section.

The experiments were design to compare single instance RPL and multi-instance
RPL to specify the most effective in WSN in terms of power consumption and the rate of
packet delivery and an average of latency time. The experiments were conducted in the
Cooja simulator, where the WSN network consists of a group of twenty-five nodes. The
nodes are distributed in the network forming two topologies; random and grid. The
simulation results showed that the OF0 is more efficient regarding the PDR and power
consumption compared to the ETX in random topology. In additions, the PDR value is
better in OFO function and power consumption, the average of latency time has a large
difference between single and multi-instance RPL protocol as well as the effect by the

network density and RX values.

Keywords: RPL, WSN, Multi-instance, ETX, OFO0.
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Chapter One

Introduction



1.1 Introduction

Recently, the Internet of things (IoT) has a potential future and a wide range of
applications; such as smart transportations, such as smart grids and smart cities etc.
(Sebastian and Sivagurunathan, 2018). The definition of the Internet of things has been
proposed by several different groups; such as the Cluster of European Research Projects
and Radio Frequency ldentification Group RFID (Bélissent, 2010). Thus, the Internet of
Things was defined as a group of connected tools by the Internet for the purpose of data

exchange and interaction.

While the internet of things is defined in the smart environment as follows: "The
interconnection of sensing and actuating devices for providing the ability to share the
information across platforms through a unified framework, and developing a common
operating design for enabling innovative applications, all this is achieved by seamless
large-scale sensing, data analytics and information representation using cutting edge

ubiquitous sensing and cloud computing.

There are many challenges facing wireless sensor networks WSN, the network is not
lost and saving power to the nodes in the event that nodes are spread in sparse places.
Therefore, developing routing protocols for network low power and lossy network LLN

is one of the main aspects that must be focused on (Q. Le and Ngo-quynh, 2014).

To overcome these challenges, many studies were conducted by researchers, the most
important of which is the RPL Protocol, deducing that the Internet of Things
communication depends mainly on the RPL protocol. "IPv6 Routing Protocol for Low
Power and Loss Network" (Clausen, Herberg and Philipp, 2011). The RPL routing

protocol is used in over low power area network 6LOWPAN, and 6LoWPAN is



considered one of the applications of wireless sensor networks. WSN which uses the

internet protocol IPv6 to sensor addressing (Pradeska, Najib and Kusumawardani, 2016).

In previous studies, the use of single instance RPL protocol was proved to be
ineffective in terms of high latency and low packet delivery ratio PDR. Therefore, in this
work, multiple instances of the RPL protocol, which is one of the routing protocols used
in IOT networks and based on IEEE 802.15, will be used. The objective functions in the
RPL protocol, which are defined as the mechanism by which path is chosen when across
networks, are formed are developed by two types. This research will focus on comparing
and evaluating performance between two objective functions of the RPL protocol, namely

objective function zero OF0 and expected transmission count ETX.

1.2 Problem Statement

The previous studies have described the use of a single instance of the RPL protocol,
and the performance of the protocol was characterized by high latency, and low packet
delivery ratio (PDR). The reason for this is the use of one instance of the RPL protocol
will not be realistic to represent all nodes that produce different data operations, because
all nodes will be treated as if they have the same goals and the same characteristics to be
achieved. To solve these obstacles, the multiple instances of the RPL protocol will be

done of use.

The ipv6 routing protocol for low power and loss network RPL is one of the routing
protocols that are used to route packets in wireless sensor networks, and it is a critical
factor affecting information exchange and communication between different wireless
sensors. The overall performance of a low-power network and LLN network loss is on

choosing the appropriate routing protocol and the quality of its implementation.



The development of the wireless network is a result of people's requirements to
connect and benefit from technologies. Wireless sensor networks are considered an
example of these networks where a great number of small devices connecting with their
environment might be inter-networked together and accessible via the Internet. While
these devices might be distributed in a random way, a routing protocol is required protocol
is the typical protocol for IPv6-based multi-hop WSN. IP address is utilized to determine
the routing IP packets to another network. It is included in the packet header to specify
the source and the target of each packet. It is worth mentioning that IPv6 address is used
to indicate and detect a network node cooperating in an computer network utilizing IPv6

or a network interface of a computer.

Thus, controlling some factors plays an important role in the performance of routing
protocols; such as controlling the packet delivery ratio, convergence time, power
consumption and control traffic overhead. Therefore, the performance comparison
between OF0 and ETX function will be evaluated for the purpose of proving its
effectiveness in terms of packet delivery ratio, latency time, power consumption and
control traffic overhead. In order to achieve this purpose, Cooja simulator is used, which
means the comparison is based on a number of stated goals and to indicate which of these

functions is the best for improving network reliability.

1.3 Research Questions

1. What is the impact of using multi-instance and single-instance RPL protocol on the
requirements and conditions of wireless sensor networks, in terms of packet delivery

ratio, latency time, and power consumption.

2. How the two objective functions OF0 and ETX affected by multi-instance RPL

protocol.



3. How could the packet delivery ratio, latency time and power consumption be effected

by multi-instance RPL protocol.

1.4 Goal and Objectives

The aim of this study is:

1- Demonstrate the efficiency of the multi-instance RPL protocol, by using the OF0 and

ETX functions for the purpose of clarifying the difference between them.

2- Determine which objective function is better regarding packet delivery ratio, latency

time, power consumption and packet delivery ratio.

1.5 Motivation

In order to choose the best protocol for RPL, a broad and accurate comparison of all
elements and functions within the WSN will be made. After that, the best design suits the
network can be chosen. In this research, a comprehensive study of this topic will be
conducted, and a comparison will be made between OF0 and ETX functions; in terms of
packet delivery ratio, latency time, power consumption. Thus, the best function that

improves network reliability can be determined.

1.6 Contribution and Significance of Research

A comparison between the different functions related to the RPL protocol in terms
of the single and multi-instance RPL protocol will be made, which includes the OF0 and
ETX. Consequently, after conducting the experiments in terms of the percentage of
package delivery and latency time, power consumption, determining which is better
between the OF0 and the ETX. The functions will be checked by making sure that they

are working properly, therefore improving the network reliability of the multi-instance.



The RPL protocol will be relied on to design the multi-instance network and prove its

effectiveness.

1.7 Thesis Outline

Chapter 1 provided a general introduction to Multi-instance RPL protocol. The
research problem, objectives, and scope are also discussed. The rest of this thesis is

organized as follows:

Chapter 2 introduces a background Multi-instance RPL protocol. Also, it presents
comprehensive details on the fundamentals of simulation. Numerous studies and recent

related works are discussed thoroughly.

Chapter 3 discusses the proposed methodology and illustrates the proposed

architecture.

Chapter4 details a complete discussion of the simulation scenarios and the results of

the proposed algorithms.

Chapter5 concludes the thesis by summarizing the findings and how they relate to the
research problem and objectives. It also outlines the possible directions that could

expand this research work in the future.




Chapter Two

Literature Review and the Related
Research Works



2.1 Overview

Chapter two provides a brief background of RPL protocol, and it re-views the recent
works studied RPL protocol but focusing on the multi-instance RPL has utilized in
medical applications. Section 2.2 discusses the WSN. Section 2.3 presents a routing
protocol overview .and section 2.4 RPL objective functions. And Section 2.5 reviews the

recent research works applied.

2.2 Introduction

Wireless Sensor Network(WSN) can also be defined as a set of sensors that are used
to transmit or follow a specific physical phenomenon; such as temperature, humidity, or
length ...etc. (Ullo, Liberata, and Sinha,2020). And then, transfer the information about
the phenomenon wirelessly to the data processing center to take advantage of this data
without the need for the human being within the place of the physical phenomenon.

Sensors send data through wireless sensor networks; such as networks sensor.

These networks are used for military surveillance, traffic monitoring, control,
maritime transport, and military affairs. Notwithstanding the development of this
technology, there are still many problems that face the wireless sensor networks; such as
the lack of reliability of wireless communication systems, limited power, and contract
failure. The sensor network consists of three elements; the sensors, the user, and the
sensing bodies. Usually, WSN network can be defined as a network of nodes that work
cooperatively to sense the surrounding environment around them and control them. As
these nodes are not linked via wired media, they use wireless communication to
communicate with the network and other nodes in IOT network (Mustafa Kocakulak and

Ismail Butun, 2017).



There are several protocols operating within the wire sensor network; such as the
RPL with several protocols, such as IPv4 and OSI. RPL is a routing protocol for WSN
with low power consumption and generally susceptible to packet loss. It is not only a
proactive protocol based on distance vectors and, optimized for multi-hop and many-to-

one communication, but also supports one-to-one messages.

RPL is, also, the de facto WSN routing protocol for communications where it
operates by discovering routes as soon as it becomes operational. (David Airehrour and
Jairo Gutierrez, 2018). Moreover, the WSN effectively and easily enables humans to
control things from close and distance, consequently communicate with physical objects;
such as a car, a computer, and many different programs. And this is called the primitive

form of the WSN.

2.3 WSN Topology Overview

The network topology is defined as the way in which the nodes and links within the
network are arranged to correspond with each other (Groth, David,and Skandier ,2005).
The network topology is a mediator for the transmission of physical signals. And, it is the
way in which data travels across the network between devices regardless of the physical
connection of the devices. And since there are many examples of physical networks
topology; such as star, tree, ring, circular and point to point networks, and each of them
consisting of different of nodes and links. There are different network topologies for

network, but the main three topologies are described below:

1-Star Network: Star work is considered a local area network (LAN) where all the nodes
are straightly connected to a common central computer. And via the central computer,

every workstation is incidentally connected to each other, these connections are revealed
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as a straight line and might be wired or wireless links. It is worth mentioning that the star
network topology operates well when workstations are at separated points. Hence, it is

simple to add or remove workstation(Zhang, Zheng, and Hu,2008).

2-Tree Network : This tree topology provides a specific type of formation where the
elements linked are arranged like the branches of a tree. It is used to arrange the computers
in a corporate network or the information in a database. In this topology, there is a central
root node the top-level of the hierarchy which is connected to one or more other nodes
that are one level lower in the hierarchy the second-level and with a point-to-point link
between each of the second-level nodes and the top-level central root node, also each of
the second-level nodes will have one or more other nodes that are one level lower in the

hierarchy the third-level connected to it. (Sosinsky, and Barrie,2009).

3-Mesh Network: In this local network topology, the fundament nodes connect
straightly, effectively and non-hierarchically to as many nodes as possible and work with
one another to accurately route data from/ to client. The mesh networks effectively self-
organize and self-configure, so they are able to reduce installation overhead. Some of the
nodes of the network are connected with a point-to-point link to more than one other node
in the network, which makes it possible to take advantage of some of the redundancy that
is provided by a wholly physical connected mesh topology, without the expense and

complexity required for a connection between every nodes in the network. (Zhang, 2014).

2.4 Routing Protocol Overview

There are many protocols that work on the Internet of Things applications, the most
important of which are routing protocols where WSN have low power consumption and

are generally prone to packet loss. Moreover, as it is a proactive protocol based on
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distance vectors and addition, it works as an optimized for multi-hop, and many-to-one
communication, and also supports individual messaging, RPL can support a variety of
link layers, including those with limitations with potential losses or used in devices with
limited resources, therefore this protocol can quickly create network paths and share

routing.

RPL is considered a variable quantity and source routing protocol which follows the
Destination oriented Directed Acyclic graph (DODAG). This protocol creates more than
one RPL instances in a network and every instance includes more than one DODAG. It
has two types of nodes. Storing and non-storing node, the storing node can gather and
send the data to another node. As for the non-storing node, it sends the data directly to
another node. RPL can assist an extensive variety of link layers together with those with
limitations, with possible losses or that are used in devices with limited resources. This
protocol can rapidly generate network routes, share routing knowledge and accommodate

the topology in an systematic way. (Sankar, and Srinivasan,2018).

There is also a set of rules that control how to communicate with network equipment;
such as routers or nodes with each other, and how to distribute information related to
network topology (Le,Q& Magdanz,2014). As a result, you can choose the best path to
be able to obtain information from the used and represented topology in many represented
procedures in creating an RPL structure which is similar to a tree-like graph. It is called
a Directed Acyclic Graph DAG or vector graph, which has the technique where all edges
are oriented in such a way in which there are no turns, which means the orientation of all
edges, is included in paths directed to one or more root nodes and ending at the

node(Gorska , and Donado ,2014).
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As a result, each node within the network has what is called a rank, therefore the
rank increases as it moves away from the root node Destination Oriented DAG DODAG,
and then, the nodes re-send the packets using Track selection apps or messages, where
the messages are controlled, in order to be classified to three messages: DIA (Dodag
Information Object), DAO (Destination Advertisement Object) and DIS (Dodag
Information Solicitation), therefore DISDODAG is used to request information from the
nearby DODAG. Thus, the device requests a directive to discover the current networks.
The second step is from DIO, as it is a message sharing information from the DAG

(Sebastian A. and Sivagurunathan, 2018).

Consequently, it is sent in response to DIS messages in order to be used periodically
to update the nodes information that is located in the network structure. And the last step
is the DAO, which is the goal of updating to the destination. Thus, messages are sent in

the direction of DODAG, which updates all contract information.

2.4.1 Single Instance RPL protocol

RPL is a routing protocol for low power WSN with low power consumption and
generally susceptible to packet loss. Also, it is a protocol for distributing commands over
the grid; which means RPL assures Quality of Service QoS at the network layer in
wireless sensor networks through the logical subdivision of the network in multiple
instances, each one relies on a specific Objective Function. (Oana lova, Gian Picco and

others, 2016).

RPL creates a topology similar to a tree called DAG, where each node within the
network has an assigned rank, which increases as the teams move away from the root
node DODAG. Whereas the nodes send back the packets using the lowest standard, the

route is chosen through DIO DAG and DIS, where a message is sent in the direction of
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DODAG; which is the message that is sent to update all information because the RPL
protocol depends on two algorithms to create and depended on the routing to send

messages.

In RPL, a set of nodes which are having a common objective are joined to provide
what so-called: an instance. An instance can be used to represent the nodes which are
generating a specific type of data traffic. Multiple RPL instances are used for supporting
the performance of real-life systems. The performance is assessed using Cooja simulator
in term of two key routing performance metrics: average Packet Delivery Ratio (PDR)
and average latency. RPL node may belong to multiple RPL instances, It may operate as

router in some and as a leaf in others. (Nassar,Gouvy, and Mitton, 2017).

The instance is a set of one or more Destination Oriented Directed Acyclic Graphs
DODAGs that share one RPL Instance, which means; each RPL instance operates
independently of other RPL instances and implements a different Objective Functions.
Therefore, in a single instance, all information from the root to all nodes is taken into an
account. A network may simultaneously run multiple instances of RPL when routing
requirements differ within the same Low power and Loss Network LLN. A node can be

part of only a single DODAG per RPL Instance (Sebastian A& Sivagurunathan, 2018).

2.4.2 Multi-Instance RPL Protocol

Also, in RPL, multi-overlapping DODAGSs over the entire network can be used to
provide different levels of QoS in the network layer. (Sidnei Junior, André Riker and
others, 2020) As shown in figure 2.1, the difference between single instance and multi-
instance is that each level of a DODAG is called an instance, which is a group of multiple
DODAGs. The network contains more than one RPL instance; therefore the RPL node

can share multi-instance RPL. Each RPL instance works independently from the other
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RPL instances where the instance consists of one or more DODAG. Also, it can

participate in multiple situations to transfer different types of traffic at the same time.

Therefore, DODAG RPL identifies two types of paths depending on the trees in
which the data in DODAG moves up and down, where the upward direction provides a
path towards the roots of the DODAG of the nodes, and when the traffic is down to the

roots as shown in figure 2.1.
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Figure 2.1 DODAG in Tow Instance.

2.4.3 Dynamic Multi-instance RPL Protocol

As it is a process that takes place through the router, it is based on redirecting the
data through different paths or a specific destination based on the current conditions of
the communication circuits within the system, and it can also direct the network about the
damages; such as loss of nodes or communication between nodes. These damages can be
skipped if there are other available nodes. Therefore, dynamic routing allows as many
paths as possible to remain valid in response to any change. If there is information sent
through a DIS DAG, it works with all nodes and uses fixed routing. And in the case of a
loss of communication between the nodes, it takes different paths to vanish the failure

between the nodes.
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2.5 Objective Functions of RPL

The Objective Function OF is used by RPL to specify how the routing metric and
constraints should be used to reach specific objectives. For example, the OF may specify
that the objective is to find the constrained shortest path where the constraint is related to
the node power mode (T. Winter, Thubert, 2012). Whereas there are several target
functions; such as EXT, OF0 Objective Function Zero, OF Objective Function, MRHOF
Minimum Rank Objective Function with Hysteresis, MRHOFO and Minimum Rank
Obijective Function Zero with Hysteresis. Therefore, OF0 and EXT will be used in this

thesis.

2.5.1 Objective Function Zero

OFO0 is designed as a default OF that will allow interoperation between
implementations in a wide spectrum of use cases. The OF0 does not specify how the link
properties are transformed into a rank increase, and leaves that responsibility to the
implementation rather, OF0 enforces normalized values for the rank increase of a normal
link and its acceptable range, as opposed to formulating the details of its computation (P.
Thubert, 2012). The Objective Function OF determines how RPL protocol contract will
be selected and optimized Paths inside instance of RPL protocol. The OF is determined
by the Objective Code Point OCP. OF defines how nodes translate one or more measures
and constraints, and also define themselves into a value called Rank, which approaches

the node distance into the root of the DODAG (T. Winter, 2012).

2.5.2 Expected Transmission Count
The ETX is defined as the expected number of transmissions required to transmit and
acknowledge a packet on the link successfully (Zhang, Zheng, and Hu,2008). By which

RPL allows the use of the objective functions to construct routes that optimize or
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constrain a routing metric on the paths. Since this specification describes ETXOF; which
is an objective function that minimizes of ETX. The RPL protocol path computation uses
ETXOF results in minimum-ETX paths from the nodes to the DAG roots, for instance,
paths that reduce the amount of 15 packet transmissions for packet delivery from nodes
in the WSN to the DAG root (O. Gnawali,, 2010). And ETX can be considered as a link
metric that predicts the number of retransmissions needed for a packet to be successfully
received, in order to find the best path and predicting the number of retransmissions

needed to receive the packet.

2.6 Related Work

We review what the researchers previously presented in this section, and also an
examination of the performance of objective RPL-based on functions and recommended

metrics, which are specified for Low Power and Loss Networks.

A study by (Sidnei Junior, André Riker and others, 2020) noticed that each node has
a rank based on hop-distance from the root in a DODAG, which increases by going down
the tree to the root. In general, this reveals the node’s individual position comparing to
other nodes that taking the root as reference. The exact calculation of the rank is specified
by an objective function, which can consider other aspects, such as delay, energy
consumption, or path loss, RPL is designed to allow the system to create and run more
than one RPL instance. Multiple instances of RPL can coexist in the network and multiple
DODAGsS can be constructed in each instance. The idea of multiple RPL instances comes
in need of optimizing the network paths for different objective functions. The same
network nodes can also run two or more instances RPL to serve a performance criterion
given by an objective function. For instance, one RPL instance seeks to reduce the

latency, while another instance aims to decreased energy consumption.
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A multiple RPL instances for enhancing the performance of loT-based on systems,
the nature and the diversity for the types of data traffic in 1oT-based on systems are the
main motivations for thinking about employing multiple RPL instances in such systems,
in which an instance can be used to represent the nodes which are generating a specific
type of data traffic (Al-Abdi and Mohammed, 2019). The results show it that the using
of multiple RPL instances improves the performance of the loT-based systems in term of
PDR and average of latency time , As well as, this thesis aims to demonstrate the
efficiency of a multi-instance RPL protocol, using the Objective functions OFO and ETX

for the purpose of clarifying the difference among them.

Another study by (Banh, Mai, dan .alfred, 2018) evaluated the performance of RPL
by using two objective functions and two RPL instances in network layer. Where the
comparison was made between single and multi-instance in term of three performance
matrices: routing tree convergence, latency, and the PDR value. And the simulations were
made by using the Cooja simulator with two types of data; regular data and critical data.
The authors set the value of successful Reception Ratio to three values: 70%, 85%, and
100%. the routing tree convergence metric; in one hand, the results show it that using
multiple instance increase the routing tree convergence time in a comparison with a single
instance and multi-instance, this because every node has to join the both DAGs . Thus,
the convergence time needs more time to complete the two DAGSs construction. On the
other hands, by using multiple instances, the performance in term of latency and PDR
value is also better , and created multiple RPL instances with a cooperative between
instances called (C-RPL) which organize multi-instance RPL protocol to create energy-
efficient coalitions taking in account both the OF for each instance and other network
characteristics. The main stone in C-RPL is what the authors called “collation”, which

consists of multiple instances with a collaborative relationship between the nodes to
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improve their efficiencies. The authors presented a fairness analysis for networks with
multiple instances to manage the tradeoff between performance and power consumption.
To evaluate C-RPL, the authors made a comparison between C-RPL and RPL with
different traffic using Matlab. The comparison was made between four RPL versions:
RPL, (RPL II) RPL version two, C- RPL and C-RPL No Cooperation Game (C-RPL
NCG). The results show that C-RPL creates instances efficiently according to the
objective functions and other network conditions. In term of power consumption, CRPL
always trends to consume less power by adapting the number of created instances
regarding network densities. And it provides a more balanced energy consumptions and

performance.

And another study by (Monowar& Basheri,2020), In healthcare system
organizations such as hospitals, it is important to have an efficient healthcare monitoring
system in which the patients’ vital signs are collected from multiple sensors and
transformed in order to the decisions makers, to be analyzed and take the appropriate
actions. The IPv6 Routing Protocol for Low-Power and Loss Networks (RPL) was
developed to act as an appropriate routing protocol .In the RPL, a set of nodes, which are
connected and have a common objective are grouped to represent an instance, whereas
advanced networks were used of the connection to decrease packet loss and decrease
energy consumption. Many of nodes in the traditional network with different densities
used in the study, where a comparison will be made between the two targets functions
OFO0 and ETX with 100 dispensers in different ways within the places allocated to them.
We will be able by reducing the packet loss and power consumption after making the

comparison to specific which function is better.
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The developments of the standard MAC level QoS techniques are revealed with the
focus on network layer QoS mechanism (Rajalingham,G., Gao,Y., Ho,QD.,and Le-Ngoc
,H.) . Clearly, the effectiveness of multiple instances of the RPL network graph, rely on
distinctive objective functions, for QoS distinctiveness is investigated. According to that
effect, three modifications of RPL, standard RPL, multi-instance RPL (RPL-M) and
multi-instance RPL with prioritized channel backoffs (RPL-M+) Long with two distinct
traffic classes have been examined as data traffic rate and composition was varied. As for
the results, RPL alone cannot support the QoS requirements essential for SG AMI traffic.
A single instance of the RPL graph cannot represent the statistics of multiple traffic
classes, as their relative composition is varied. The RPL-M outperformed RPL-M+ with

meeting all traffic class requirements.

Another study by (Sankar, and Srinivasan,2018) provided an approach to accelerate
the network lifetime by reducing the node energy consumption. The aim is to provide a
combination of ETX, Load and battery depletion index( BDI )based composite metric in
RPL. This composite metric follows the reducible property. DODAG sends DIO control
messages to all participant nodes. The participant node selects the best parent from
DODAG rank. The rank calculatd from minimum value of the composite metric in the
DODAG. Finally, sender or participant node sends the data to DODAG root towards the
best parent in the DODAG. Thus, it improves the packet delivery ratio, reduces the traffic
load and improves network lifetime. The simulation results reveal that the EL-RPL
improves the network lifetime by 8-12% and packet delivery ratio 2-4%, and provides the
best performance in terms of network lifetime, packet delivery ratio and end-to-end delay

compared to RERBDI RPL and OF-FL RPL.
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A study provided a OFQS an RPL-compliant objective function, with a multi-
objective metric mOFQS that considers by design the delay and the last energy in the
battery nodes alongside with the quality of the links in order to be used with the standard
protocol RPL in a SG environment by (Nassar, Gouvy,and Mitton2017) . The aim is the
adaption to the number of instances (traffic classes) providing a QoS differentiation based
on the different Smart Grid applications requirements. Simulation results shows that
OFQS achieves significant improvement in terms of End-to-End delay, network lifetime
and PDR while ensuring a load balancing among the nodes, compared to MRHOF with
ETX and OF0 with HC, in a multiple instances environment. It provides a low packet
delivery latency and a higher packet delivery ratio while extending the lifetime of the

network compared to literature solutions.

A study by (Al-Shargabi,and Aleswid ,2020) provided an investigational
assessment of ETX and OF0 objective function of RPL to evaluate their effectiveness
regarding power consumption and PDR in a healthcare scenario under different
topologies. Without the engagement of human, WSN can be defined as a set of sensors
that are applied in the sense of monitor specific or biochemical aspects. The recent
benefits of 10T technology can be used to support service delivery in several real-life
application such as the healthcare systems. The study provides an assessment to discover
which OF is more efficient for a WSN in a healthcare scenario where the Packet Delivery
Ratio (PDR) of WSN and the sensors' power consumption are prominent concerns.
Expected transmission Count (ETX) and Objective Function Zero (OF0) of RPL were
examined in various network densities and network topologies such as the grid and
random topology. The simulation outcomes revealed that the OF0 is more efficient
regarding the PDR and power consumption compared to the ETX in random topology.

The results of experiments revealed that the OFO0 is more efficient regarding the PDR with
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the comparable rate on power consumption as compared to ETX. Therefore, the design
of a WSN in healthcare especially in ICU based on the application of the RPL protocol
would be implemented based on OFO rather than ETX where the PDR rate must be high
because if it was low, patients in ICU might face a high risk or death. Moreover, in this
paper, the implementation was based on one instance of RPL, as future work, we intend

to investigate the use of multi-instance RPL.

Another study by (Junior,et al. ,2020) provided a solution called DYNAmic multiple
RPL instances for multiple ioT applications (DYNASTI), which provides more
dynamism and flexibility by managing multiple instances of RPL. Routing Protocol for
LLNs (RPL) appeared as a routing protocol to be used in 10T scenarios where the devices
have restricted resources. DYNASTI is a solution of multiple instances towards multiple
applications, which aims to give a more flexible and dynamic management of multiple
instances, enables the suitability of normal applications while critical applications have
priorities in traffic, and coexistence between regular and sporadic applications. The
results acquired by DYNASTI revealed a general efficiency enhancement for the
network, since there was an enhanced optimization of resources, mostly in the contraction
of the control messages and energy consumption. DYNASTI results in fewer lost
applications’ messages and shortest delay for critical applications compared to the state-
of-the-art approach in which there is no interruption of control and application messages

and scheduling of instances.

2.7 Summary

To summarize the related work in comparison with the work conducted in this thesis

presented in Table 2.1.
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Table 2.1 Summary of related works.

instance QoS
Efficient RPL for
Smart Grid

grids since its main objective
function does not allow
characterization of QoS. To
overcome this, we suggest
OFQS as an objective function
with a multi-target meter that
takes into account the delay and
residual energy of the battery
nodes along with the quality of
the links. the function
automatically adapts to the
number of cases (traffic
categories) providing
differentiation in QoS based on
the requirements of different
smart grid applications.

ID | Title Year | Previous Studies In this thesis
1 Using multiple RPL | 2019 | This study operates to get the Demonstrating the efficiency of RPL,
instances for benefits of multiple RPL using OFO and ETX functions to
enhancing the instance supporting in order to . .
performance of use them for optimizing Real- clarify the difference among them.
loT-based systems. life systems performance where
it will be evaluated using the
Cooja simulator X as main
steering performance.
2 DYNASTI— 2020 | This paper addresses multi- In addition to demonstrating the
Dynamic Multiple instance problems; such as a efficiency of RPL, and the multi-
lack of flexibility and dynamism | instance RPL work on enhancement
RPL Instances for in managing multiple instances | for 0T network the two functions
Multiple loT and service differentiation for used are OF0 and ETX.
Applications in applications. the goal of this
Smart City work is to dev_elop a s_olutlon
called Dynamic Multiple
Instances RPL protocol for
multiple 10T applications, which
provides more dynamism and
flexibility through managing
multiple instances of RPL. As a
result, traffic performance for
multiple applications is
improved through routing.
3 Towards Multi- 2017 | This study improves RPL smart | Demonstrating multi-instance RPL

protocol efficiency, using OFO and
ETX functions for the purpose of
clarifying the difference between
them, and identifying the best among
OFO and ETX in terms of packet
delivery ratio with multi-instance
RPL. Besides, convergence time,
power consumption and traffic
control.
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RPL for Reliable
Smart City loT

designed to meet the needs of a
constrained IoT environment
where RPL protocol uses
Objective Functions ETX and
Hop Count to improve parent
selection as track selection.
Researchers propose newer target
functionality for loT applications
for network management and
security. Therefore,

they suggest the use of Multi
DODAG in RPL to improve
performance and smart city
applications

ID | Title Year | Previous Studies In this thesis
4 On Providing 2019 | The researchers propose RPL, a | This thesis works to show the
Differentiated multi-instance RPL solution for advantages and the efficiency of the
Service and lost and low power and loss .
Exploiting Multi- network LLNs. MI-RPL multi-instance RPL protocol, as well
Instance RPL for identifies four cases into four as the functions, are used with it.
Industrial Networks distinct traffic classes for Thus, clarifying the difference
that have Power industrial monitoring .
S between the multi-instance RPL
Loss and Low- applications in terms of delay
Power and reliability. MI-RPL also protocol and the single instance RPL.
introduces compound steering
metrics and proposes an
objective function to calculate
the most appropriate path for
each condition.
5 Dynamic RPL for 2017 | This paper works on the use of | The multi-instance RPL protocol was
multi-hop routing RPL protocol in dynamic used with two functions OF0 and
in 1oT applications networks and introduces . .
improved RPL protocol for ETX as well as with dynamic
different applications with technology to improve packet
dynamic mobility and varied delivery ratio, power consumption,
network requirements. The .
implementation of RPL is and average of latency time
designed with a new dynamic
target function to improve PDR,
end-to-end delay, and power
consumption while maintaining
low packet load and loop
avoidance.
6 Multi DODAG in 2018 | Researchers propose RPL is Here, the functions OF0, EXT are

used, for the purpose where the
network used for reliability and PDR,
power consumption and latency time
using the multi-instance RPL

protocol
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RPL in Healthcare
Wireless Sensor
Network

investigational assessment of
ETX and OFO0 objective
function of RPL to evaluate
their effectiveness regarding
power consumption and PDR in
a healthcare scenario under
different topologies.

ID | Title Year | Previous Studies In this thesis

7 Quality of Service In this study, the developments | In results, RPL alone cannot support
leferent!atlon for of the' standard MAC Ieve! Q0S| the QoS requirements essential for
Smart Grid techniques are revealed with the i
Neighbor Area focus on network layer QoS SG AMl traffic.

Networks through mechanism.
Multiple RPL
Instances

8 Energy and Load The provided goal of this study | The simulation results reveal that the
Aware Routing i_s to_ accelerate th_e network EL-RPL improves the network
Protocol for lifetime by reducing the node lifeti . Y
Internet of Things energy consumption. ifetime by 8-12% and packet

delivery ratio 2-4%, and provides the
best performance in terms of network
lifetime, packet delivery ratio and
end-to-end delay compared to
RERBDI RPL and OF-FL RPL.

9 Towards Multi- This study provides OFQS an Simulation results shows that OFQS
instances QoS RPL-compliant objective achieves significant improvement in
Efficient RPL for funct_lon, with a multl—obj_ectlve terms of End-to-End delay, network
Smart metric mMOFQS that considers

by deSign the delay and the last lifetime and PDR while insuring a load
energy in the battery nodes balancing among the nodes, compared
alongside with the quality of the | to MRHOF with ETX and OFO with
links in order to be used with . N
. HC, in a multiple instances
the standard protocol RPL ina
SG environment. environment. It provides a low packet
delivery latency and a higher packet
delivery ratio while extending the
lifetime of the network compared to
literature solutions.
10 | Performance of This study performs an The results of experiments revealed

that the OFO is more efficient
regarding the PDR with the
comparable rate on power consumption
as compared to ETX. Therefore, the
design of a WSN in healthcare
especially in ICU based on the
application of the RPL protocol would

be implemented based on OFO rather
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Title

Year

Previous Studies

In this thesis

than ETX where the PDR rate must be
high because if it was low, patients in
ICU might face a high risk or death.
Moreover, in this paper, the
implementation was based on one
instance of RPL, as future work, we
intend to investigate the use of multi-

instance RPL.

11

DYNASTI—
Dynamic Multiple
RPL Instances for
Multiple l1oT
Applications in
Smart City

This study aims to provide a
solution called DYNAmMmic
multiple RPL instances for
multiple ioT applications
(DYNASTI), which provides
more dynamism and flexibility
by managing multiple instances
of RPL.

The results acquired by DYNASTI
revealed a general efficiency
enhancement for the network, since
there was an enhanced optimization
of resources, mostly in the
contraction of the control messages
and energy consumption. DYNASTI
results in fewer lost applications’
messages and shortest delay for
critical applications compared to the
state-of-the-art approach in which
there is no interruption of control and
application messages and scheduling

of instances.
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3.1 Overview

The proposed methodology is presented in this chapter organized as the following:
Section 3.2; discusses the importance of RPL protocol performance metrics of WSN-
based healthcare system monitoring systems in multi instance RPL. Section 3.3; presents
and analyzes the comparative study of RPL protocol methodology and its implementation

steps. Finally, Section 3.5; where a summary is given of this chapter.

3.2 Introduction

The details of the steps that will be implemented to achieve this research will be
provided with this chapter, and also giving answer to the main research questions which
are:" What is the impact of using single and multi-instance RPL protocol on the
requirements of WSN, in terms of packet delivery ratio, latency time, power consumption
and control traffic overhead? And, how are the two objectives functions OFO and ETX
will be affected by multi-instance RPL”. Also, how the WSN is designed in the field of
health care system. Thus, an WSN scenario will be designed in a healthcare scenario.
Where WSN contains devices sensors distributed in various departments; such as the
intensive Care Unit, the Intermediate Care Department, the Emergency section and the
Operating Room. The WSN and implementation of multi-instance RPL will be simulated
using Cooja simulator for showing the extent of effectiveness and studying power
consumption, packet delivery ratio and control traffic overhead. Two models of the
network topologies will be built where a random topology and a grid topology will be

designed. Therefore, OF0 and EXT can be measured in the Cooja simulator.
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The methodology used in this thesis, as illustrated in figure 3.1, consists of the

following steps:

Study of the RPL Objective Functions

<

Design of an 1oT Network

U

Experiment Design and Simulation

L

Data Collection

S

Results and Discussion

Figure 3.1 Research Methodology.

3.3.1 Study of the RPL Objective Functions

RPL is a routing protocol for a WSN, where we have two functions for this thesis,

OF0 and EXT, designed to work between nodes depending on single-instance RPL
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protocol and multi-instance RPL protocol. These two functions in single and multi-
instance RPL protocol will be applied within the Cooja simulator based on a pre-set
scenario to obtain information to evaluate the power consumption, PDR, convergence
time, and average latency. Accordingly, the EXT function is used to evaluate the best
path between nodes, whereas the OF0 function is used to find the number of hops.
Therefore, in this thesis, the two objective functions EXT and OF0 will be used to explain
the difference, in order to demonstrate the efficiency of the multi-instance RPL protocol
and determine which of them is better in the rate of packet delivery, where they will be
subjected to experiments in different network densities, also with different numbers of

nodes.

3.3.2 Design of WSN

The WSN has implemented in a Cooja simulator in the medical departments where
it was used to represent the WSN, and the reason for choosing the medical departments
that we mentioned because they are the most important sections of the hospital. This
WSN will be implemented on two floors from where there are various departments, such
as emergency department and the intensive care unit (ICU) and the critical care unit (ICC)
and the operating room. Based on what a scenario was designed before, where the
intensive care department contains 5 beds, critical care contains 5 beds, emergency
contains 10 beds, and the operation room contains 5 beds. Because there is a need in the
wards of the above-mentioned and departments that contain a group of sensors related to
healthcare or patient status, each patient must be monitored and his vital signs are taken
periodically , as shown in figure 3.2, to be able to record vital sings such as temperature,

pressure.
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! 10beds| bbeds

Figure 3.2 First Floor Internal Departments of the Hospital.

Sbeds Sbeds

Figure 3.3 Second Floor Internal Departments of the Hospital.

Cases of patients will be divided according to the following classifications:

-Ordinary patients

- medium cases

- Severe cases

The given vital signs; such as pressure and temperature, show that this floor has close
care, focused care, and inpatients, where vital signs continuously and periodically must
be communicated within 1 minute for ordianary patients, 30 seconds for medium cases,
and 20 seconds for severe cases. The table below 3.1 shows 3 periods of transmission
and the size of the sent packets. Furthermore, the following Table 3.1 indicates the periods

of transmission and the size of the sent packets.



31

Table 3.1 The Proposed values for Data Traffic Sending Interval and Packet Size.

Data Traffic Type Sending Interval Packet Size
Severe cases Average of 20 seconds 16bytes
Medium cases Average of 30 seconds 48bytes
Ordinary patients Every 1 minute 48bytes

3.3.3 Experiment Design and Simulation

The topology of the network depends on the distribution of the section, as shown in
the figure in the previous section. This section provides more details about the
construction of the topology for these sections and how different types of traffic can be
expressed in practicing using the Cooja simulator. The process of dividing groups of
nodes will be adopted to form the network topology. It is assumed that each patient is
evaluated a random and grid topology for each health section that has a different topology
in one bed, and is connected to two health medical devices to collect two types of vital
signs in relation to the number of sensors nodes responsible to collect the vital signs. It is
assumed that 25 sensors distributed in the medical wards in each department will be
equated, where ETX will be used as a critical data traffic function and the objective
function OFO for traffic. Thus, we can conduct this experiment in designing the WSN

healthcare network using multi-instance RPL protocol, and with Cooja simulation.

Based on the parameter, as shown in the following table 3.2, Simulation Value
parameter or OF0 outside Mote semi-transmission type: 100% 100 m, Transmission
range: 80%, the ratio of simulation time: 900 seconds, Squared area: 1000 square meters,
the topology: Random and Grid topology. After which, we design a WSN network and

response, as there is a need in the wards of the above-mentioned departments that contain
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a group of sensors where the state of health for each patient must be monitored, as shown

in the following form table 3.2

Table 3.2 Simulation Parameters and their values.

Parameter Value
Objective functions OF0, ETX
Mote type Sky mote
Transmission Ratio 100%
Transmission Range 100 M

RX Ratio 100% 80%
Simulation time 900 Second
Squared area 1000 Meters
Topology Random, Grid

3.3.3.1 Random & Grid topology

As illustrated in figure 3.4 and figure 3.6, two types of different topologies will be
used, such as random topology and grid topology, where the nodes will be distributed
twice in two different types of networks topologies within different densities that were
previously determined so that 25 nodes will be distributed in each case until the total
number of nodes reaches 100 nodes in all types of topology. Also, as illustrated in the
figure the Cooja simulator through which the work environment was created, where the
figure contains the first group of a node created in the random topology, of which there
are 25 colored nodes with a green balloon representing the first of the mentioned health

departments, which is the operating room.
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The numbers that are represented by the proportions in black are RX value. Besides,

the area, which is covered by TX-Rang and the circle in grey, is its extent in which the

whole contract will be created.

CollectView -= Mote: 140 bytes
Mote -= CollectView: 0 bytes TX range:
INT range: E

Figure 3.4 First Group Nodes of Random Topology.

As illustrated in figure 3.5, it shows the second group established in the random
topology, which represents the next section of the health departments, which is the

emergency department that is colored in pink, as well as the energy consumption figures

for the TX Rang.

Figure 3.5 Second Group Nodes of Random Topology.
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As illustrated in the figure 3.6, it shows a grid topology, where 100 group nodes were
created sequentially according to the health sections; where the blue-colored part
represents the emergency department, the orange-colored part represents the intensive
care department, the yellow-colored part represents intensive care department, and the

white part represents the operating room.
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Figure 3.6 Nodes of Grid Topology.

3.3.4 Data collection

In this stage, parameters are entered in the Cooja simulator in order to implement,
and then collecting data through random topology and grid topology; We can deduce that
the grid distribution minimizes the number of parent changes due to the nodes position.
In grid topology, nodes have the same rank from the sink node while in random topology
they are distributed randomly( Lamaazi,and Benamar,2018). This design is executed by
relies on OFO0 and another relies on ETX in random topology and grid topology, which
represents 100 nodes in random topology with RX100% and RX80% and another 100
nodes in grid topology with RX100% and RX80,Then a comparison is being made single
instance and multi-instance RPL protocol to evaluate the results. And the information that
leads to choosing the best between the two objective functions of the multi-instance RPL

protocol OF0 and ETX will be collected through this comparison. Thus the best results
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in terms of power consumption, packet delivery ratio and latency time in single and multi-

instance RPL protocol will be taken, then performance comparison between them.

Based on information and data extracted through the Cooja simulator inside WSN, a
comparison will be made between single instance RPL protocol and multi-instance RPL
protocol and the information extracted in order to choose the best among them in terms
of low power consumption, the rate of delivery of packages and the average of latency

time within the different topologies that we use; the random topology and the grid

topology.



Chapter Four

Experimental Results and
Evaluation
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4.1 Overview

The implementation and results of the previously proposed methodology of multi-
instance RPL protocol will be presented in this chapter which is organized as the
following: Section 4.2; an introduction to the implementation and evaluation of results
will be presented, section 4.3; the implementation of the experiment will be presented,
section4.4; the parameter setting for the proposed approaches and comparisons between
objective functions will be shown, section 4.5; the results of implementations and shows
the PDR values, power consumption will be revealed, section 4.6; the average of latency
time and comparisons between single and multi-instance RPL will be displayed , and

section 4.7; a summary for this chapter will be presented.

4.2 Introduction

The experimental evaluation study of multi-instance RPL protocol by collecting data
from Cooja simulator will be presented in this section. The purpose of the experiments is
to evaluate the two objective functions; OF0 and EXT, in terms of packet delivery ratio
and power consumption using the multi-instance RPL protocol. Where experiments are
performed with different numbers of nodes and different topologies; such as the random
topology and the grid topology and applied to a specific scenario in order to verify the
effect of these parameters on multi-instance RPL protocol performance. These parameters
will be analyzed in detail basing on the experimental results obtained from the Cooja
simulation. Therefore, new results were noted in order to provide a comparison OF0 and

ETX and evaluate the performance through the results obtained in this chapter.

The COOJA interfaces are the main and preferred way to analyses and interact with

simulated nodes and flexible Java-based simulator designed for simulating networks of
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sensors running the Contiki operating system. COOJA simulates networks of sensor
nodes where each node can be of a different type; differing not only in on-board software,
but also in the simulated hardware. COOJA is flexible in that many parts of the simulator
can be easily replaced or extended with additional functionality. Example parts that can
be extended include the simulated radio medium, simulated node hardware, and plug-ins
for simulated input/output. A simulated node in COOJA has three basic properties its data
memory, the node type, and its hardware peripherals. The node type may be shared
between several nodes and determines properties common to all these nodes. ( Dunkels,

Gron, vall, and Voigt,2004).

4.3 Performance of single instance and multi-instance RPL

protocol implementation rely on OF0

The experiments have been placed under different network topologies, where 100
nodes will be distributed according to the interval time; therefore, every 25 nodes will be
distributed at different times. By using random topology and grid topology, we will
observe the performance of OFOQ for different values of RX. We will change the RX values
80% and 100% and evaluate the performance of the single-instance and multi-instance
RPL protocol in terms of delivery ratio and power consumption. The result of this
simulation is obtained from the pinned nodes OF0. The medium is extracted so that we
can notice the differences after making a comparison, as the illustrated following figure
4-1 and the figure 4-2. Run results in COOJA simulator to the scenario, to obtain accurate results

each scenario multiple runs
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Figure 4.1, The Total groups of Nodes are created in Random Topology.

Figure 4.2 The Total Groups of Nodes are created in a Grid Topology.

4.3.1 Packet Delivery Ratio in Random Topology

The PDR behavior is presented based on the changes in RX which are first
implemented in a random topology, were compared when using RX 100 and 80% whereas
receipt values fixed at 100% and as illustrated in the figure 4.3. The emerged results in
single instance and multi-instance RPL, the percentage of PDR when RX100% was
92.9% for single instance RPL and 94.6% for multi-instance RPL. It can be concluded
that the PDR percentage increased with the increasing value of RX. PDR behavior is
presented based on the change in RX value and different topologies, the percentage of

PDR when RX80% in single instance RPL around 91.7% and 91.5% in multi-instance
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RPL, so the delivery rates are good when using RX 100%, as it is sufficient to sending

messages.

Values Of PDR Under Different Values of RX100% And
RX80%

94.60% 95.00%
94.00%
93.00%

91.70% 92.00%

91.50%

91.00%

90.00%

89.00%

B Multi-instance M single instance

Figure 4.3, PDR when RX ratio 100%and RX 80%.

4.3.2 Packet Delivery Ratio in Grid Topology

PDR behavior when applied to different network topologies is directly affected by
the network density, the percentage of PDR value when RX100% is 89% in single
instance RPL and 92.5% in multi-instance RPL when the percentage of PDR value when
RX80% in single instance RPL was 84% and 87.2% in multi-instance RPL also, results
from a good delivery ratio depends on the network topology. In the following figure 4.4,

we notice that the value of PDR decreases by a slight difference when RX 80%.
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Values Of PDR Under Different Values of RX100% And

92.50%

B PDR of RPL multi-instance

89.00%

RX80%

87.20%

M PDR of RPL single instance

84.00%

Figure 4-4 Results for PDR when RX 100% and RX 80%.

Total results in table 4-1 shows that the OFO gives a different result for the packet

delivery ratio when it is implemented using different network topology.

Table 4.1 Results for PDR when RX 100% and RX80% in single instance and multi-instance

RPL
RX Topology PDR of single | PDR of multi-
instance RPL instance RPL
100% random 92.9% 94.6%
80% random 91.7% 91.5%
100% grid 89% 92.5%
80% grid 84% 87.2%
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Instance RPL
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The power consumption behavior based on the levels of reception that appeared in

the random topology using single instance RPL, where the lower power consumption

value was observed as illustrated in figure 4.5, when RX 100% the value is 1.7%.
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Figure 4.5 Power Consumption when RX 100% in Single Instance RPL.

4.3.4 Power Consumption in Random Topology of RX 80% for Single

Instance RPL

The power consumption behavior based on the levels of reception that appeared in

the random topology using single instance RPL, where the lower power consumption

value was observed as illustrated in the figure 4.6, when RX 80% we have the value

1.4%.
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Figure 4.6 Power consumption when RX 100% in Single Instance RPL.

4.3.5 Power Consumption in Random Topology of RX 100% for Multi-
Instance RPL

As illustrated in figure 4.7, the power consumption behavior based on the levels of
reception that shows in the random topology, we observe the increased value of power

consumption in multi-instance RPL, when RX 100% we have a result of 3.3%.
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Figure 4.7 Power consumption when RX 100% in Multi-Instance RPL.

4.3.6 Power Consumption in Random Topology of RX 80% for Multi-

Instance RPL

As illustrated in the figure 4.8, the value of power consumption, in multi-instance

RPL for the random topology, is about 3.7% when RX 80%. This value is enough to keep

energy without loss and consumption.
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Fiaure 4.8 Power consumntion when RX 80% in Multi-Instance RPL

4.4 Performance of Single Instance and Multi-Instance RPL

Implementation Rely on EXT

We set the experiments under different network densities to 25 nodes using a the
random topology and the grid topology to monitor EXT performance for different values
of RX100% and RX 80% values are changed, and a comparison of the single and multi-
instance RPL protocol behavior will be made in terms of packet delivery ratio and power

consumption.

4.4.1 Packet Delivery ratio in Random Topology

In the figure 4.9 illustrated the behavior of PDR based on ETX in the random
topology, we observe that the PDR values are different by various network topology, the
percentage of PDR when RX100% is 86.7% in single instance RPL and 87.4% in multi-
instance RPL .the percentage of PDR when RX80% is 88% in single instance RPL and

90% in multi-instance RPL. The behavior of PDR in figure 4.9 is illustrated when
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performing a PDR simulation, the value reached 100% when the RX value is greater than

or equal to 80% and this means that can use the RX value of 100% instead of 80%.

Values Of PDR Under Different Values Of RX100% And
RX80%

91.00%

90.00%

90.00%

89.00%

88.00% 87.40%

87.00% 86.70%
85.00%

B PDR of RPL multi-instance B PDR of RPL single instance

Figure 4.9 Results for PDR when RX 100% and RX 80%.

4.4.2 Packet Delivery Ratio in Grid Topology

As shown in the values of PDR in Figure 4.10 when implemented to the grid
topology, the PDR value is directly changed by changing the network density so that it
changes between the random topology and the grid topology, the percentage of PDR when
RX100% is 86% in single instance RPL and 93% in multi-instance RPL and when
RX80% is 80% in single instance RPL and 91.3% in multi-instance RPL, resulting in a
good delivery ratio based on the grid topology. After observing the results in grid

topology, it observed is that the PDR provides a good delivery rate when RX100%.



95.00%

90.00%

85.00%

80.00%

75.00%

70.00%

Values Of PDR Under Different Values Of RX100% And

93.00%

B PDR of RPL multi-instance

RX80%

91.30%

80.00%

M PDR of RPL single instance

Figure 4.10 Results for PDR when RX 100% and RX 80%.
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Total results in table 4-2 shows that the ETX gives a better result for the packet

delivery ratio when implemented using different network topology.

Table 4.2 Results for PDR when RX 100% RX80% in single instance and multi-instance

RPL.

RX Topology PDR of single | PDR  of  multi-
instance RPL instance RPL

100% random 86.7% 87.4%

80% random 88% 90%

100% grid 86% 93%

80% grid 80% 91.3%
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4.4.3 Power Consumption in Random Topology of RX 100% for Single
instance RPL

As illustrated in figure 4.10, it shows the power consumption behavior based on the
reception levels in the random topology, we note that the power consumption values

decreased by decreased RX value, and when RX100% we have 1.8%.
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Figure 4.11 Power Consumption when RX100 in Single instance RPL

4.4.3 Power Consumption in Random Topology of RX 80% for Single
instance RPL

As illustrated in figure 4-11, it shows the behavior of power consumption based on
RX levels in random topology when RPL single instance, it has been observed that the
values of power consumption have decreased, and the RX values have been decreased as

the average power consumption is less, and when the RX80% we get the valuel.65%.
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Figure 4.12 Power consumption when RX 80% in single instance RPL

4.4.4 Power Consumption in Random Topology of RX 100% for multi-
instance RPL

As illustrated in figure 4.12, it shows the behavior of power consumption based on
RX value in random topology, and the RX values have been increased as the average

power consumption is good, and when the RX100% we have the result 2.9%.
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Figure 4.13 Power consumption when RX 100% in Multi-Instance RPL.
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4.4.5 Power Consumption in Random Topology of RX 80% for multi-
instance RPL

As illustrated in figure 4.13 it shows the behavior of power consumption based on
the reception levels in the random topology, where we notice decreasing in the values of
power consumption, the values of RX increased as the average power consumption is

good, and when RX100% we have the result 2.676%.
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Figure 4.14 Power consumption when RX 100% in Multi-Instance RPL.

4.5 Single instance and Multi-instance RPL Protocol

performance reliance on OF0 and EXT.

By keeping the node packet reception ratio constant, a good result of the simulation
of nodes that installed OF0 or EXT is done by setting a fixed number of nodes, and also
the different topologies which give us the opportunity to monitor OFs under different
network densities can be obtained. Therefore, we accurately compared the main effects
of using OF0 and EXT to evaluate the behavior of the RPL protocol the PDR as well as

the power consumption of each of the used topologies.
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4.5.1 Packet Delivery Ratio

The result in the random topology was used, and it is found that the average packet
delivery for OF0 when single instance RPL is, the highest value, approximately 92.9%,
in multi-instance RPL 94.6%, the average packet delivery ratio for EXT when single
instance RPL is, the highest value 88%, and in multi-instance RPL approximately is 90%,
and when using the grid topology to represent the average packet delivery percentage, the
results show different values for PDR behavior. the average packet delivery rate for OF0
when single instance RPL is the highest value, around 89%, and in multi-instance RPL
the highest value 92.5%, and the average packet delivery rate for EXT when single
instance RPL is, the highest value, around 86%, and in multi-instance RPL, the highest
value 91.3%. It was observed that the PDR set of simulation results in OF0 and EXT gave
good PDR as OFO0 outperformed ETX. This is because of a slight difference in topologies
that were used. As illustrated in table 4.3, we observed in the network of 25 nodes that
the average PDR is good when the network density of RX 100% using a random topology

or grid topology.

Table 4.3 Shows values of PDR when Single instance and Multi-instance RPL.

RX Topology | PDR when RPL Single instance | PDR when RPL Multi-instance
100% random 92.9% 94.6%

80% random 91.7% 91.5%

100% grid 89% 92.5%

80% grid 84% 87.2%

100% random 86.7% 87.4%

80% random 88% 90%

100% grid 86% 93%

80% grid 80% 91.3%
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4.5.2 Power Consumption

The results were used in the random topology for values of power consumption
because it has the best values of power consumption, and it was found that the average
power consumption for OF0 when RX 100% approximately 1.7% in single instance RPL
and 3.7% when RX80% in RPL multi-instance as the highest values, when the average
power consumption for ETX is when RX100% approximately 1.8% in single instance
RPL and when RX 80% is around 2.676% in multi-instance RPL as the highest values.
Therefore it is observed that the values of power consumption set of simulation results
OFO0 and EXT gave a good value of power consumption, and the good values founded

when RX 80% in multi-instance RPL.

4.6 Latency Time for Single Instance and Multi-instance RPL

It is the network setup time when the last node in the network joins to DAG and gets
its IP address. The latency time represents the time at which the DAG is completely
constructed and all nodes in the network have joined to DAG, for three types of data
traffic which is the severe cases and the medium cases and the ordinary patients, we
observe slight difference in latency time between RX100% and RX80%, as shown in
Figure 4.14 in single instance RPL and in Figure 4.15 multi-instance RPL. The results
show the average of latency time when RX 100% around 19sec in single instance RPL
and in multi-instance RPL approximately 0.0767sec, the average latency time when RX
80% is around 25sec in single instance RPL and in multi-instance RPL approximately

is 0.0567sec.
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Figure 4.15 Latency Time of OFO0.
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The results shows in figure 4. 17 The average of latency time by the equation

Average Latency = Total Latency / Total Packets Received when RX100% around
19sec in single instance RPL and in multi-instance RPL approximately 0.0767sec, the
average latency time when RX80% is around 25sec in single instance RPL and in multi-

instance RPL approximately 0.0567sec.
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Figure 4.17 Average Latency Time.
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4.7 Summary

The implementation of the methodology that was previously put up before being
presented in this chapter, where it was implemented in a specific scenario in the medical
department in order to make a comparison among the objective functions of RPL protocol
in order to prove effectiveness OF0 and ETX in single instance and multi-instance by
using different topologies networks: the random topology and the grid topology, where
this comparison was implemented in the Cooja simulator under different RX values:
RX100% and RX80%. The results showed that OFO is better in comparison with EXT, in
conserving power consumption and maintaining a rate package delivery when applying
it with random topology and grid topology. And the results showed average latency time
when is better value in multi-instance RPL more than single instance RPL under different

values of RX: RX100% and RX80%.
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5.1 Conclusion

In this thesis, a comparison between the single and multi-instance RPL functions was
presented in order to specify the best function in terms of delivery rate and the power
consumption and latency time based on a specific scenario that we used in the health care
system. So that, a comparison between objective functions OF0 and ETX twice was made;
once in single instance RPL , and another in multi-instance RPL using different
topologies networks ,with random topology and with grid topology by using different RX
values: RX100% and RX80%. The results were taken and developed by using the random
topology and the grid topology, where these experiments were conducted through a

certain number of nodes with different topologies density.

Regarding the question, what is the impact of using multi-instance and single-
instance RPL protocol on the requirements and conditions of wireless sensor networks,
in terms of packet delivery ratio, latency time, and power consumption. We concluded
from the results effect of using single and multi-instance RPL protocol on the rate of PDR
value where approximately82% in single instance RPL while the value different in multi-
instance RPL is approximately 90%.As for the latency time we note different values of
average latency time between single and multi-instance RPL by using RX100% and
RX80% while the value is approximately 22sec in single instance RPL and around 0.0667
sec in multi-instance RPL. And rate of power consumption different between single and
multi-instance approximately is 1.63% in single instance RPL and around 3.14% in multi-

instance RPL.

Regarding the question, how the tow objective functions OF0 and ETX effected by
multi-instance RPL protocol... The results show that the objective functions OF0 and

ETX affected by using multi-instance RPL protocol, we note performance varies of OF0
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and ETX, while OFO is better more than ETX in the rate of PDR and it reduces rate of

power consumption more than ETX.

Regarding the question, How could the packet delivery ratio, latency time, and power
consumption be affected by the multi-instance RPL protocol? We concluded from the
results that the values of PDR, power consumption and latency time are effected by using
multi-instance RPL, so that it is a good delivery ratio and the lowest consumption rates

also good average latency time.

The results showed that the function OFO is the best when delivering packages in
terms of the highest values of package delivery rates, and the average of power
consumption as well as the highest in multi-instance RPL protocol and the average of
latency time is better in multi-instance RPL protocol more than single instance RPL
protocol, which helps us in developing the healthcare system to get vital signs
periodically, and do not put the patient's life at risk ,as the PDR has low value in one of
the important sections healthcare that will put the patient at risk or death, therefore WSN
network will be designed in one of the most important healthcare sections, and the results
will be configured in order to use the OFO function in a sensitive section as well as other

sections where ETX will be used as it has a low value of delivery rate.

5.2 Future Work

As a future work, we intend to continue studying the use of multi-instance RPL
along with other various QoS. Beside using dynamic specification of RPL in different

networks and topologies related to specific application such as smart cities and smart grid.



59

References

Han, C. C., Kumar, R., Shea, R., Kohler, E., & Srivastava, M. (2005, June). A dynamic
operating system for sensor nodes. In Proceedings of the 3rd international

conference on Mobile systems, applications, and services (pp. 163-176).

Junior, S., Riker, A., Silvestre, B., Moreira, W., Oliveira-Jr, A., & Borges, V. (2020).
DYNASTI—Dynamic Multiple RPL Instances for Multiple 10T Applications in
Smart City. Sensors, 20(11), 3130.

A. Al-Abdi, W. Mardini, S. Aljawarneh, and T.Mohammed,(2019). Using of multiple
RPL instances forenhancing the performance of 1oT-based systems, inProceedings
of the Second International Conference on Data Science, E-Learning and

Information Systems,pp. 1-5.

Accettura, N. , Grieco, L. A., Boggia, G., and P.(2011). Camarda,Performance analysis
of the RPL routing protocol, in IEEE International Conference on Mechatronics,
pp. 767-772.

Al-Abdi, A., Mardini, W., Aljawarneh, S., & Mohammed, T. (2019, December). Using
of multiple RPL instances for enhancing the performance of loT-based systems.
In Proceedings of the Second International Conference on Data Science, E-
Learning and Information Systems (pp. 1-5).

Al-Abdi, A., Mardini, W., Aljawarneh, S., & Mohammed, T. (2019, December). Using
of multiple RPL instances for enhancing the performance of loT-based systems.
In Proceedings of the Second International Conference on Data Science, E-
Learning and Information Systems (pp. 1-5).

Al-Shargabi,B.,and Aleswid,M.(2020).Performance of RPL in Healthcare Wireless
Sensor Network.International Journal of Emerging Trends in Engineering
Research,8(3), 797- 803.DOI:10.30534/ijeter/2020/31832020.

atarzyna Kalinowska-Gorska , and Fernando Solano Donado .(2014).Constructing Fair
Destination-Oriented Directed Acyclic Graphs for Multipath
Routing.https://doi.org/10.1155/2014/948521.



60

Bélissent, J. (2010). Getting clever about smart cities: New opportunities require new
business models. Cambridge, Massachusetts, USA, 193, 244-77.

Dunkels,A., Gron, B. vall, and Voigt, T..(2004). Contiki a lightweight and flexible
operating system for tiny networked sensors. In Proceedings of the First IEEE
Workshop on Embedded Networked Sensors, Tampa, Florida, USA.

Gonizzi, P. , Monica, R.,and Ferrari, G. .(2013). Design and evaluation of a delay-
efficient RPL routing metric, in 2013 9th International Wireless Communications
and Mobile Computing Conference (IWCMC), pp.1573-1577.

Groth, David,and Toby Skandier (2005). Network+ Study Guide, Fourth Edition. Sybex,
Inc. ISBN 0-7821-4406-3.

Gubbi, J., Buyya, R., Marusic, S., & Palaniswami, M. (2013). Internet of Things (1oT): A
vision, architectural elements, and future directions. Future generation computer
systems, 29(7), 1645-1660.

Hanane Lamaazi, Nabil Benamar.(2018).OF-EC: A novel energy consumption aware
objective function for RPL based on fuzzy logic. Journal of Network and Computer

Applications, Volume 117, Pages 42-58.

Haseeb, K., Islam, N., Almogren, A., & Din, I. U. (2019). Intrusion prevention framework
for secure routing in WSN-based mobile Internet of Things. leee Access, 7, 185496-
185505.

Hassani, A. E., Sahel, A., & Badri, A. (2020). A new objective function based on additive
combination of node and link metrics as a mechanism path selection for RPL

protocol. Int. J. Commun. Networks Inf. Secur, 12(1), 63-68.

Jing, Q., Vasilakos, A. V., Wan, J., Lu, J., & Qiu, D. (2014). Security of the Internet of
Things: perspectives and challenges. Wireless Networks, 20(8), 2481-2501.

Kharrufa, H., Al-Kashoash, H., Al-Nidawi, Y., Mosquera, M. Q., & Kemp, A. H. (2017,
February). Dynamic RPL for multi-hop routing in 10T applications. In 2017 13th
Annual Conference on wireless on-demand network systems and services
(WONS) (pp. 100-103). IEEE.



61

Lamaazi, H., El Ahmadi, A., Benamar, N., & Jara, A. J. (2019, October). OF-ECF: A
New Optimization of the Objective Function for Parent Selection in RPL. In 2019
International Conference on Wireless and Mobile Computing, Networking and
Communications (WiMob) (pp. 27-32). IEEE.

Le, Q., Ngo-Quynh, T., & Magedanz, T. (2014, October). RPL -based multipath routing
protocols for internet of things on wireless sensor networks. In 2014 International
Conference on Advanced Technologies for Communications (ATC 2014) (pp. 424-
429). IEEE.

Liang, X., Qian, Z. H., Tian, H. L., & Wang, X. (2016). Markov decision model based
handoff selection algorithm for heterogeneous wireless networks. Acta Physica
Sinica 65(23), 236402.

Liang, Y. C., Chen, K. C,, Li, G. Y., & Mahonen, P. (2011). Cognitive radio networking
and communications: An overview. |EEE transactions on vehicular
technology, 60(7), 3386-3407.

Mardini, W. , Ebrahim, M. ,and M. Al-Rudaini,(2017).Comprehensive performance
analysis of RPL objective functions in iot networks, International Journal of

Communication Networks and Information Security, vol. 9, no. 3, pp. 323-332.

Monowar, M. M., & Basheri, M. (2020). On Providing Differentiated Service Exploiting
Multi-Instance RPL for Industrial Low-Power and Loss Networks. Wireless

Communications and Mobile Computing, 2020.

Nassar, J., Gouvy, N., & Mitton, N. (2017, November). Towards multi-instances QoS
efficient RPL for smart grids. In Proceedings of the 14th ACM Symposium on
Performance Evaluation of Wireless Ad Hoc, Sensor, & Ubiquitous Networks (pp.
85-92).

Nassar, J., Gouvy, N., and Mitton, N. (2017, November). Towards Multi-instances QoS
Efficient RPL for Smart Grids. In Proceedings of the 14th ACM Symposi.



62

Nassar,J., Gouvy,N.,and Mitton,n..(2017).Towards Multi-instances QoS Efficient RPL
for Smart Grids.PE-WASUN , ACM International Symposium on Performance
Evaluation of Wireless Ad Hoc, Sensor, and Ubiquitous Networks, , Miami, FL,
United States. pp.85-92.

Rajalingham,G., Gao,Y., Ho,QD.,and Le-Ngoc ,H. .(2014).Quality of Service
Differentiation for Smart Grid Neighbor Area Networks through Multiple RPL
Instances.ACM978-1-4503-
30275/14/09,http:/dx.doi.org/10.1145/2642687.2642695.

Rana, K., Singh, A. V., & Vijaya, P. (2018). A Systematic Review on Different Security
Framework for loT. In 2018 Fifth International Symposium on Innovation in

Information and Communication Technology (ISHIICT) (pp. 1-7). IEEE.

Sankar, S.,and Srinivasan,P..(2018).EEnergy and Load Aware Routing Protocol for
Internet of Things.International Journal of Advances in Applied Sciences
(JAAS)Vol. 7, No. 3, pp. 255~264 ISSN: 2252-8814, DOI:
10.11591/ijaas.v7.i3.pp255-264.

Sebastian, A., & Sivagurunathan, S. (2018). Multi DODAGs in RPL for Reliable Smart
City loT. Journal of Cyber Security and Mobility, 7(1), 69-86.

Sosinsky, Barrie A. (2009). "Network Basics". Networking Bible. Indianapolis: Wiley
Publishing. p. 16. ISBN 978-0-470-43131-3.

Sundmaeker, H., Guillemin, P., Friess, P., & Woelfflé, S. (2010). Vision and challenges
for realizing the Internet of Things. Cluster of European Research Projects on the

Internet of Things, European Commission, 3(3), 34-36.

Thubert, P. (2012). Objective function zero for the routing protocol for low-power and

lossy networks (RPL).

Tomi¢, 1., & McCann, J. A. (2017). A survey of potential security issues in existing
wireless sensor network protocols. IEEE Internet of Things Journal, 4(6), 1910-
1923.



63

Ullo, Liberata,S., and Sinha, G. R. (2020). Advances in Smart Environment Monitoring
Systems Using loT and Sensors. Sensors (Basel, Switzerland). 20 (11):
3113.d0i:10.3390/520113113. ISSN 1424-8220.

Vieira, M. A. M., Coelho, C. N., da Silva, D. J., & da Mata, J. M. (2003, September).
Survey on wireless sensor network devices. In EFTA 2003. 2003 IEEE Conference
on Emerging Technologies and Factory Automation. Proceedings (Cat. No.
03TH8696) (Vol. 1, pp. 537-544). IEEE.

Wang,X., Qian,H. .(2012).An IPv6 address configuration scheme for wireless sensor

networks.Computer Standards & Interfaces,Volume 34, Issue 3, Pages 334-341.

Yan Zhang, Jun Zheng, Honglin Hu.(2008).Security in Wireless Mesh
Networks.1000654230, 9781000654233.

Zanjireh, M. M., & Larijani, H. (2015, May). A survey on centralised and distributed clustering
routing algorithms for WSNs. In 2015 IEEE 81st Vehicular Technology Conference (VTC
Spring) (pp. 1-6). IEEE.



